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1ISO27001: Overview and benefits

An Introduction to ISO 27001

Over the past few years, organisations of all types
have discovered that the computer systems and
networks provide a fast and convenient way of
transferring information between offices, staff,
suppliers and partners. This has lead to the huge
growth in the deployment of, and much
investment in, information and communication
technology. The dilemma is that, while these
systems bring clear organisational benefits, they
also bring security risks that no organisation can
afford to ignore.

The International Standard 1SO27001 (previously
BS-7799) for Information Security Management
has been designed to help organisations of all
types and sizes to implement simple and relevant
practices that will secure not just their computer
and communications services, but also their
offices, their valuable organisational information
and the efficiency and well-being of their staff.

What is 1ISO27001?

Based on sound commercial principles and

common-S ens e, it refl ect s

and good housekeeping guidelines for running
secure information management systems, in the
context of a secure working environment.

| SO27001 interprets t
broadest sense, including computer systems;
paper and other media based records, even fax
and telephone communications. All of these are
frequently used means of disseminating
information that carry their own risks and need
their own safeguards.

Everyone today knows about the quality standard
ISO9002, and an increasing number of companies
are putting in place procedures to gain
certification to it. 1ISO27001 is currently less well
known than some of the other standards, but it is
expected to become as widespread as I1SO9002 in
the very near future.
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Certification

Any organisation can say they comply with
ISO27001 or any other security baseline
standard. Certification by an accredited body
makes a public statement of the capability of our
organisation to maintain confidentiality, integrity
and availability of information. External auditors
who meet stringent competence criteria assess
compliance.

Certification can be applied to an organisation, a
department, site or other sub division provided
that there is a well-defined interface and own
power of authority within that part of the
organisation. It can subsequently be extended,
provided there is a defined management system
that complies with applicable requirements of
the standard.

Upon achieving certification, an [SO27001
certificate will be issued. A logo will also be
provided which the organisation can use on
literature and stationary to enable it to publicly
demonstrate compliance to the standard.

Whateare thelBanefits? be st practi c

ISO27001 was designed for high-pressure,
information-driven, information-dependant
environments
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i nformati on

| SO027001 was devel op

organisations including Marks & Spencer,
Unilever, Lloyds TSB, and Nationwide Building
Society to name just few. All these are
organisations that are wunder commercial
pressure: they have to deliver results to share
holders or stakeholders, and retain high levels of
security and motivated workforces. Their input to
the original British Standard and determination
to ensure that it was appropriate and supportive
in a high-pressure environment means that the
controls and recommendations actually enhance
efficient working practices.
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Do

Devise Solutions
Detail Actions

Plan
Define objectives
Analyse problems
Establish root causes

-

Implement Systematically

Check

Confirm outcomes
Identify deviations/issues

Act

Ensure ongoing compliance
Identify further improvements

ISO27001 provides an independent, recognised
way of measuring the state of your information
security

The standard provides an easy-to-follow
framework for measuring and assessing the
status of an organisations Information Security at
any given time: this means that it is possible to
take snapshots of your progress as we enhance
your systems and implement new procedures.

ISO27001 helps you put in place some of the
procedures you are legally required to have in
place

Employment law is increasing in complexity at all
time and it is a wise employer who documents
and covers all eventualities for staff reference
and agreement. In addition, other legislation,
such as the Data Protection Act, the Computer
Misuse Act and the Human Rights Act, provide a
set of veritable minefield for the unwary.
ISO27001 urges implementers to consider and
design good information privacy and human
resources procedures.

ISO27001 provides a way of showing partners,
suppliers and staff that your are taking
information security seriously.

ISO27001 recommends best practice for all types
of information storage, communication and
movement. As more and more companies
exchange information using technology as the
underlying transport system, the efficiency grows
— but the risk increases. It is likely that, to
facilitate secure inter organisation information
exchange in future, sharing agreements will
stipulate that partners work in accordance with,
or formally comply with, 15S027001. So
ISO27001will increasingly become the
requirement for secure information exchange
between all organisations.

Conclusion

ISO 27001 gives you a best practice management
framework for implementing and maintaining
sound information security. It also gives you a
baseline against which to you can either show
compliance against or undergo external
certification.

ISO 27001 certification communicates to
customers and suppliers alike that your
organisation is managing and responding to
information risk.
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Adviza Consultants

Adviza delivers expertise to a wide client portfolio in our chosen specialist areas using proficient, skilled and
experienced consultants who have an understanding of real world issues and can consistently exceed our
clients’ reqguirements.

Adviza provides services in the following areas:

 Information Security

f  Government Information Assurance (lA)

9 Risk Management
1

Business Continuity Management and DR
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CESG Listed Adviser Scheme

Adviza is a subscriber to the CESG Listed Adviser scheme, a member of the Information Assurance Collaboration Group
(IACG), part of the Security Innovation & Technology Consortium (SITC) and a member of the BSI Associate Consultant
Programme (ACP).
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