Adviza Consultants
Consultancy Services for SMEs

Adviza is an independent provider of professional, reliable and pragmatic Information
Security, Business Continuity and Compliance Management services and solutions

Small/Medium Enterprise Security Assurance
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Requirements are being placed on all organisations that carry out business with Government
to manage information securely in accordance with the prevailing industry international
standard ISO/IEC 27001:2005, adopt Government information security guidance from the
HMG “Security Policy Framework” and unde
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Compliance with these information security
requirements is being placed into all new
contracts, or re-tendered contracts; it is a

requirement that is stated in the OGC model
contract. But many contracts now go further and
mandate formal certification and accreditation.
Many suppliers are being asked to apply these
obligations retrospectively, especially as existing
contracts may have clauses that require suppliers
to abide by whatever the current policy is. Many
suppliers may not be aware of the significance of
such clauses.

SMEs wishing to do business with the Government
are at a substantial competitive disadvantage if
they cannot demonstrate that they comply with
Government security policy; they are unlikely to
get past the first stages of procurement.

Catch 22

Many of these security requirements an SME has
to deal with may be new, the organisation may not
be structured to cope with the standards, and
services could have been priced based on
outdated requirements and incorrect assumptions
about the level of effort.

Changing an organisation to meet the
requirements may seem a large expensive
i nvest ment t o ma k e “up

possible to demonstrate maturity unless the
requirements have been implemented for some
time—and it may not be an expensive
undertaking.

Adviza can help you assess the level of work
required and set you on the right path.

An organisation that can show maturity at dealing
with these requirements is at significant
advantage against a prospective competitor that
can only agree to implement the requirements in
the future.

Compliance

Information security is not just about the
technology. There needs to be senior ownership
of security; but it touches upon all departments,
from HR ensuring that staff are vetted and
suitable for their role, to the legal department

ensuring that sub-contractors are also
contractually obliged to operate securely.

Requirements cascade down from senior
management via policy, with staff having

attestable knowledge of their role in security and
being provided with the correct tools to do the
job securely.

Where risks are identified a pragmatic way of
dealing with them is needed; but this does not
necessarily mean expensive solutions which
deliver little business benefit.

A large portion of HMG security compliance is
about process, awareness and culture. All of
which an organisation can implement quickly
with limited outlay, and with immediate business
benefits.

Small Business Services

Adviza are an established independent provider
of services and solutions. We offer consultancy,
training and awareness, audits, assessment and
health cifedkst ” but it i s
We have helped many organisations understand
and apply in a practical manner the array of
security policy that now comes with doing
business with HMG.

Please contact us to discuss your assurance
requirements and how Adviza can help you.

n

MSIEEAY > L B8 [/
’_9% \ A Seourlty Kinomiacige anc
g E — Innovation & || capabiiity for
[ 7 C \ Technology global security
. — C}l Consortium [ and resilience
\m@"‘f

CLAS

CESG Listed Adviser Scheme

Adviza is a subscriber to the CESG Listed Adviser scheme, a member of the Information Assurance Collaboration
Group (IACG), part of the Security Innovation & Technology Consortium (SITC) and a member of the BSI Associate

Consultant Programme (ACP).
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www.adviza.co.uk
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