Adviza Consultants
Technical Assurance Services

Adviza is an independent provider of professional, reliable and pragmatic Information
Security, Business Continuity and Compliance Management services and solutions

Security Assessment and Assurance Services

A security assessment assists organisations in demonstrating effective risk management and
compliance against your information security policies, industry best practice and the HMG
Code of Connections (e.g. GSI/GSE/GCSX) to ensure that your Information and
Communication Technology assets are adequately protected against malicious attacks.
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Business and Technical Assurance

From a business perspective, security assessments
(or penetration tests) help safeguard your data by
performing an independent evaluation of the
effectiveness of your security measures.

This provides value by identifying any weaknesses
in the security controls or supporting processes
which underpin your IT systems which provide
services to citizens, 3rd parties or internal staff.
Adviza can help protect against malicious attacks
and common business threats such as damage to
reputation, loss of intellectual property, the
impacts from non-compliance, financial

compromise and penalties for failing to take
adequate care of sensitive data.
In the current economic climate; malicious attacks
and data losses are growing steadily and the role
of your due diligence and compliance activities to
protect data cannot be ignored.

Our Approach

Adviza works closely with security and technical
teams throughout the assessment to support you
from the initial scoping, discovery of
vulnerabilities, analysis and reporting through to
an understanding of what security controls or
methods can be used to help address problems.
Our consultants understand that Senior
Executives, IT Managers and Technical Staff
understand risk and security in different ways—
therefore we aim to explain these in a language
and manner that all understand.

Our aim is to make you better equipped to deal
with future issues yourselves.

Our security assessment services range from
black-box (limited or no information is supplied)
which simulates a real-world malicious attacker
through to a white-box assessment where the full
details and IP addresses of the target
environment is provided

In reality however, a combination of both are
typically employed to provide the most value and
assurance in finding security vulnerabilities,
misconfiguration and compliance issues.

All parts of your ICT infrastructure can be tested
depending on vyour business and technical
objectives. A phased approach to assessment is
recommended to gain maximum financial benefit
from your budget throughout the year.

Our Capabilities

Adviza’s consultants have completed a number of
security assessments on behalf of clients, ranging
from:

] Network infrastructure security testing;

. “On-host” security reviews of servers,
network devices, firewalls and applications;

e  Stolen laptop scenarios;
*  Web and bespoke application testing; and

*  Compliance and awareness audits against
specific security standards.

Adviza believes that making security assessments
a regular part of your information assurance and
compliance lifecycle plus choosing the right
security partner - will help business risks be
realistically understood and managed in a cost
effective manner.

Please contact us to discuss your assurance
requirements and how Adviza can help you.
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CESG Listed Adviser Scheme

Adviza is a subscriber to the CESG Listed Adviser scheme, a member of the Information Assurance Collaboration
Group (IACG), part of the Security Innovation & Technology Consortium (SITC) and a member of the BSI Associate

Consultant Programme (ACP).

www.adviza.co.uk

Consultancy Services
+44 (0) 1276 482970

Training Products Solutions
enquiries@adviza.co.uk




